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Penetration Testing with Kali Linux
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1. AL E™EN (Introduction To Cybersecurity) 12. ZHEKEE (Password Attacks)
2. 2B RFEREIRD (Report Writing for Penetration Testers) 13. Windows #PRiZF (Windows Privilege Escalation)
3. EAMUIEE (Information Gathering) 14. Linux #BR#EFH (Linux Privilege Escalation)
4. 338531% 3 (Vulnerability Scanning) 15. #EPEIBIERT5 (Advanced Tunneling)
5. AEEARIKEBGN (Introduction to Web Application Attacks) 16. Metasploit 42 (The Metasploit Framework)
RIEAE 6. B RIAEEAZINHE (Common Web Application Attacks) 17. Active Directory f&77E251|28 (Active Directory Introduction and
7. SQL E AKE (SQL Injection Attacks) Enumeration)
8. AFIRKE (Client-side Attacks) 18. L% Active Directory 7358 (Attacking Active Directory Authentication)
9. ¥ ABIJRE (Locating Public Exploits) 19. Active Directory AIRJ#&[0#% #) (Lateral Movement in Active Directory)
10. BB ERRZH (Fixing Exploits)
11. FREEBHEBENES (Antivirus Evasion)
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PEN-300: Advanced Evasion Techniques and Breaching Defenses
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1. fEE A #2058 5132 5% (Operating System and Programming 9. Linux #72% (Linux Post-Exploitation)
Theory) 10. Windows %783 ( Windows Post-Exploitation)
2. FFA Office #47A Flni2 U4 (Client-Side Code Execution with 1. BENARTS 4 Int¥ 228 (Kiosk Breakouts)
Office) 12. Windows &% (Windows Credentials)
3. FA Jscript #17HFlmiZ TS (Client-Side Code Execution with 13. Windows = @# &) (Windows Lateral Movement)
RIEAR Jscript) 14. Linux #&[@##) (Linux Lateral Movement)
4. B E BB (Process Injection and Migration) 15. Microsoft SQL X% (Microsoft SQL Attacks)
5. FREFHZEEEE N (Introduction to Antivirus Evasion) 16. % Active Directory (Attacking Active Directory)
6. (i ERARHEPE AR B F )% (Advanced Antivirus Evasion) 17. 85 E @504 (Combining the Pieces)
7. ERTETN B2 5 (Application Whitelisting) 18. 18F L) : & _EHKEIRIE (Trying Harder: The Labs)
8. #EiB#ARSETE 2% (Bypassing Network Filters)
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Enterprise Cyber Range Hands-on Workshop
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SOC-200: Security Operations and Defensive Analysis
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1. W 75,51+ (Attack Methodology Introduction) 9. #8185l (Network Detections)
2. Windows!i #f& 77 (Windows Endpoint Introduction) 10. B35 Z7RE2 7 ¥ (Antivirus Alerts and Evasion)
3. Windowsfal iz 28 I 2 & (Windows Server-Side Attacks) 11. #8EE 35 4 B3 38 I 1 il (Network Evasion and Tunneling)

s 4. Windows [ Pl X £ (Windows Client-Side Attacks) 12. Active Directory#Z£&(Active Directory Enumeration)
5. Windows#PR$2 7+ (Windows Privilege Escalation) 13. Windows1Z[8)# &f(Windows Lateral Movement)
6. Windows #5484 4 & (Windows Persistence) 14. Active Directory#5 48 14 4 (Active Directory Persistence)
7. LinuxI% 25/ 77 (Linux Endpoint Introduction) 15. SIEM& —#B13(SIEM Part One)
8. Linuxfal iR #& 1% B (Linux Server-Side Attacks) 16. SIEM& _#B13(SIEM Part Two)
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